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Message Text 

CONFIDENTIAL 

PAGE 01 STATE 047767 
ORIGIN SY-05 

INFO OCT-01 EUR- 1 2 ISO-OO /018R 

DRAFTED BY A/SY/OPS/T:C PELCZYNSKFJW 
APPROVED BY A/SY/OPS/T:M H MUSSER 
DESIRED DISTRIBUTION 
SY/OPS/FO/EUR 

019486 250937Z/21 

R 240247Z FEB 78 
FM SECSTATE WASHDC 
TO AMEMBASSY PRAGUE 
INFO AMCONSUL FRANKFURT 

CONFIDENTIAL STATE 047767 

PRAGUE FOR RSO; FRANKFURT FOR OIC/RTC, RSS; FROM SY/OPS/T 
E.O. 11652: GDS 

TAGS: ASEC 

SUBJECT: SECURITY HAZARDS OF OFFICE EQUIPMENT 

REF: (A) PRAGUE MEMO DTD 9 FEB 78, SUBJ: IBM COPIER II, 

(B) SY/OPS/T MEMO TO ALL SY OFFICERS DTD 18 JAN 78 

PROBLEMS WITH IBM COPIER II ARE RECOGNIZED SECURITY HAZARD. 

REPORT FORWARDED VIA REF (B), PARA III-E-(B ), PROVIDES 
GUIDANCE. VANCE 


CONFIDENTIAL 
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Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Draft Date: 24 feb 1978 

Decaption Date: 01 jan 1960 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 20 Mar 2014 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1978STATE047767 

Document Source: CORE 

Document Unique ID: 00 

Drafter: C PELCZYNSKLJW 

Enclosure: n/a 

Executive Order: GS 

Errors: N/A 

Expiration: 

Film Number: D780087-1017 
Format: TEL 
From: STATE 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1978/newtext/t1 978021 5/aaaaamqy. tel 

Line Count: 42 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE, ON MICROFILM 
Message ID: e5ba38d0-c288-dd11-92da-001cc4696bcc 
Office: ORIGIN SY 

Original Classification: CONFIDENTIAL 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 1 

Previous Channel Indicators: n/a 
Previous Classification: CONFIDENTIAL 
Previous Handling Restrictions: n/a 
Reference: 78 PRAGUE 9 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 16 may 2005 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
SAS ID: 3484275 
Secure: OPEN 
Status: NATIVE 

Subject: SECURITY HAZARDS OF OFFICE EQUIPMENT 
TAGS: ASEC 
To: PRAGUE 
Type: TE 
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